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Fundamental Studies of User Authentication System
Based on Keystroke characteristics
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Junji Nishino, Tomohiro Odaka and Hisakazu Ogura

As the use of computer systems proliferates, the need for appropriate computer security grows.
The implementation of safeguards for computer security is based on the ability to verify the
identity of authorized computer systems users accurately. The rmost common form of identity
verification in use today is the password, but passwords have many poor traits as an access
control mechanism. To overcome the many disadvantages of simple password protection, we are
proposing the use of the biometric characteristics of keyboard input as a method for verifying user
identity. This paper reports on an experiment that was conducted to assess the viability of using

keystroke characteristic (time between two successive keystrokes) as an identity verifier.
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