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Development of Wireless Sensor Network Platform for Educational Use

Toshihiro SHIKAMA

*! Department of Electrical, Electronic and Computer Engineering

This paper describes the architecture and implementation of a wireless sensor network for educational use. The
purpose of this development is intended to support students to develop original IoT applications using the wireless
sensor network. The system consists of Raspberry Pi as a sensor server and XBee modules, which employ ZigBee as a
wireless interface. All the software developed in this study is written in Python and is open to students. Students are
allowed to develop their own IoT applications based on their own ideas. This paper first introduces the outline of
ZigBee and XBee, then it describes the detail of XBee control by Python and its interface with CGI program. It also
reports the experiments of multi-hop communication by XBee modules and the exclusive control, which is needed to
keep consistency of XBee control when multiple users try to access the sensor server simultaneously. Basic functions of

the sensor network have been confirmed through the experiments.
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W77 MIUSBA X7 2—A% L TCH— MDD XBee Y 2—/UIZ AT o~ K&2%EDH. AT 2~ Kt
XBee CEFRSIN/-a~ 2 R T, ZUCED VE—FXBee EY 22— /LOFEDR— M2 ONIZTHZ LN TES.
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Fig. 1 Basic System Configuration
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3. ERELUYRY FT—Y FADIZEIRIE ZigBee LIERTE T 1—)L XBee

3.1 ZigBee &1&

AW TIEE D DIERZERCE P ~DFER % ZigBee & MR D IRERME OMBEEIZ L VT .
ZigBee O LA ¥ ET /L% Fig. 2 (T~ 7. ZigBee DWELE (PHY) & A7 ¢ 77 7 & AHiliHJE(MAC)I X IEEER02.15.4
ELTHESNTWD., ZOIIRy NI BET TV r— g U YR— NERFEL, ZIUHIT ZigBee
TIAT VALV HESN TS, R EVOT 7V r—a VEBAPLIEZ—HFIZ LD ERIND.

ZigBee [T HHARLIRRED IEHIE(E CEHEBNDNRE R CTH D, #EHi7e & T8 & LTV 5 Bluetooth {2y VT
FUBERETEH O 24GHZ D ISM AN R2EHT 5. 86 6 b AL U \—3 2521y hU—27 T
3 % 728 PAN (Personal Area Network) & FEIEL 2. Wi DL % Table 1 (2”7, ZigBee D H MK TH H 728, F*
v RT—=0ND ) — FEDMEERICRE L, BENTHDL T ENRDN5.

Application Layer (APL) ALDeveloped by Users
Application Support Sub-layer (APS)
ZigBee
Network Layer (NWK) ! Specification
Media Access Contral Layer (MAC) 1
IEEEBO2.15.4
Physical Layer (PHY) Il
Fig. 2 Layer model of ZigBee
Table 1 Comparison of ZigBee and Bluetooth
KPR ZigBee Bluetooth
IEEE #it% 802.15.4 802.15.1
JE K 2.4GHz 2.4GHz
=R )= Offset QPSK GFSK
PEH DSSS FHSS
0 R 30m 10m
WfE I 250kpbs 1Mbps
Xy M= WK — N 65,536 7
EERiE A #H
TV =y Ay FHHIAE N AT ) —iEE (FF) el
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ZigBee (2L H % U —7 TlEimdiiy7e /) — R & LT, ZigBee 2—7 4 *—4, ZigBee /L—#, ZigBee -

RTSA ADRFAEL, 2D D J — RIXIEEE OYEIE MAC 7 R L A(64bit) &, v R T =212/ — RBBAT D
B a—T 4 32— NEV YR THI6Ey b a— 7 RLRAIZKDEBIEND. ZigBee IZXDF Y hU—7
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Star Mesh Tree
(© Coordinator (R) Router (E) End device

Fig. 3 Possible Network Topologies by ZigBee

3.2 XBee &Il

XBee2(3 3 Digi International ££235¢ L T\ D~ A =2 2Nk L 72/ MO EERE 2 2 — /LT, ZigBee DHLIZ
WiFi [ZxHiE L7 Y 2 —/L RGBS VTV 5. Fig 4 ICABISE CEH T 5 XBee £ 2 —/LOIMBL A 7~" 7. Fig. 4
T i3, FIREmRAZ R LTV, % XBee BV 2 —/LIZIZTH 64 E >y FOYEIEMAC 7 FLARERSTHA,
BEIORT &9 ICEmICHB STV, Figd TFOEY 2—/LOBREA, YEMAC 7 R L A1 16 470 16 #H%
T “0013A200409BB65B” & 72%. XBee ¥ 2 —/ /LI 20 KO E U RH Y, B OERSTE Table 2 (23T, Zh
SO NIERRLS T RE L TR EaET 5. B Y 2 —/UCiT ZigBee HAK O EEREZSHGEOMIC~
A A UPNESI, ZO~A 242XV Fig 2 1R B LA PHERENEBR ST b,

Table 2 Pin Assignment
Pin # Name Direction | Default State Description
1_|vce - - Power supply
2 __[DOouT Output Output UART Data Out
3 |DIN / CONFIG Input Input UART Data In
4 |DIO12 Both Disabled DI/O 12
5 |RESET Both [Open—CollectofModule Reset
6 [RSSI PWM / DIO10 Both Output RSSI / DI/010
7 __|DIO11 Both Input DI/O 11
8 |[reserved] - Disabled Do not connect
9 |DTR/ SLEEP RQ/ DIO8| Both Input Sleep Control Line or DI/O 8
10 _[GND - - Ground
11 _[DIO4 Both Disabled |DI/O 4
12 _|CTS / DIO7 Both Output CTS orDI/O 7
13 |ON / SLEEP Output Output Module Status Indicator or DI/O 9
14 |VREF Input - Voltage Reference
PI N 20 PI N 1 15 |Associate / DIOS Both Output Associated Indicator, DI/O 5
16 |RTS / DIO6 Both Input RTS, DI/O 6
17 |AD3 / DIO3 Both Disabled Analog Input 3 or DI/O 3
18 |AD2 / DIO2 Both Disabled Analog Input 2 or DI/O 2
19 |AD1 / DIO1 Both Disabled Analog Input 1 or DI/O 1
ADO / DIOO / . Analog Input 0, DI/O 0, or
20 Commissioning Button Both Disabled Commissioning Button
PIN 11 PIN 10 RSSI: Receive Signal Strength Indicator
CTS: Clear To Send
Fig. 4 Picture of XBee Module RTS: Request To Send

XBee E ¥ 2 —/LH Tl ZigBee S ITHE - 7o MELEIE 217 5 23, ZAUTEEARMIZIL XBee Zff 5 = —HHICIX
fEfiSn TR, 2—INEHRT LM, XBee BV 2 —/L e ar B a—& LHEGEICIZUSB A & 7 = —
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ZWANSN, YU TIVBEMTbNS. ¥ T 74 _X—ADL ) TLVEETHAD AT =< RAE#RSNT
BV, ara—HTAT a~ 2 Rk D iEEO XBee T = —/WIHHE SN2 o Y O #RZFAID 2 &M
TE5.

XBee BV 2 — /W% OFEEZ A L, TOEECHKIEZ EX L THEMATS. KREL ST TOEEE—F
DIFEL, ZHUT ZigBee DBUS TRl L7ZfmEE) /) — R LA THHLOTH DA, HIEDOHPAZE 2 5 5503
HOBEENER SN TN D.

1) 2—T 4 3—#

Xy NU—T O ) — RELTEMELay Ea—X L8t 5. 2 Ea—20b0 AT 2~ RICX DR
EZELTOV—FRmy KT AL R LBEL, fERE 2 Ea—2ITkRT.

() N—%

B EOT NS A L CEDEE GRS Ta—T 4 2—HITHELTZD, T3 RfEERE LT
DT 5. F, LOL—FF2FTYy RT AL ZANOEH T v M EZFE L TINE T 5.
(3) TY RF/3A &

YR EDT AL 2L L TEDEEFAR - Ta—7  F—=ZITEE LI, T3 AfEERRTE LT
VYD, L—=F LIFRRD, MON—ZRx L RTS8 AOEER ATy hOFRKIAITDRV, AU —=TFI2 &
WAESTEETE 5.

XBee DE Y 22—/ HT HANCEEE — ROFEHRESCHIR~ A 2 D7 77— A7 = 7 B 24T 5 B
H5H. ZO7=HIZ Digi International £1:7>5 X-CTU LEFESRY 7 b o = 7 IS4, Fig. 5 12737 &L 9 IZ Windows
XY 2T XBee B Y 2 — /W EEHE L T X-CTU 12XV GUI _R— A CREffli72ik E&1TH Z &N T& D, 22T,
XBee & 2 —/ /L&Y 3 AT DT DI21E, XBee-USB A v 4 7 = — A MBI NIET, ZOFHERENTZ L
2L RV X-CTU LY U 7VIEEIZ LY XBee Y 2 —/VOREEITH. —H, REEITAIE XBee Y
2=/ UIXY a0 L CERA T 5. Fig 61X X-CTU OBEE |27~ L C\\5. [A—0 PAN IZJBT 5/
— FIZ2TH U PANID 2% ET 2MERH Y, Fig. 6 T “17 ZREL WD, £z, ZOMEHE TIIHRE 2R
% XBee BV a2 — /LI —FICRESH TN,

[ #iesiorn parameter Profe Remate Configuration... .‘Tm:.. |
X-CTU | PCSetrgs | Rarge Tes| Temingl Medon Conlgpaaton |
| Paotin Vernora
P
fanes =] owe o e
Windows uss i !
Mini-B B s
XBee- Cahble XBee- g 0
UART usB XBee B
PCH/W . B
Driver Interface 1 Wi
B FFFF) 01 - Dpeeating 164t PAN 1D
I8 #00 CH - Opeatirg Chanrel
1B (CINC - Number of Fremaining Chiden
=3 Addeszing
1@ 1134200) $H - Sesal Humber High
Comimand Frame B (40320430 5L Sl Nurnies Lo
»
Response Frame
<4
COME 9600 884-1 FLOW-NONE XB24-78 Ver23a7
Fig. 5 Configuration of XBee by X-CTU Fig. 6 Example of X-CTU Window

4. Python [Z& % XBee DI

3.3 XBee LaAVEL—REDA VA TI—R

XBee BV a—/bE A B a—& EEFig. 51T &K 91T XBee-USB A > % 7 = — A Mgz L T USB 77—~
JL (USBMini-B 7 —7 V) 12k ki Sng. A % 7 =—AEMRITIZ USB-> U 7 ALEHLATT 5 IC A S
THY, XV NUIZDIC D RIANEA A M=)V T o0EN DD, FRfEHNZ/ Y 2 1L XBee £V 2 —/b
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BB VT NA U H T 2= AL LTI, YU T A U H 7 2—AD EIZ XBee E D AT 2~ 2 RVE
TINTWDH. ZOAT <> Riia—hLidE, VE— MEETEANRRL 5, HEHRIEE CiElRD XBee £
Va— T 7 AT LR E— MEORREHWALRLERH S, VU E— MNEETIEY L—2aA Tl
BEAIT5.

Fig. TIXZEME LD ODAT a~ > RDBE %D I~ K7 L—At ZDa~y NIxd 58E 7 L—
LERLTWD, 7 L—AFEMONA NPBIERESAE S, TEOBRMGSIFENGIAED, 258K W3 23 |
HBWILIBE DT —Z DA "a R LTS, 7 L—LADRED A FOITEY BRHEAOF = v 79 L TH 5.
61 FEMPL8 AL N (E4AEYR) ODYVE—FT RLARETESN, FORICI6EY OV a— 7 RLANR
REIEDH. FHERCY 2 — 8T RLARGINGRWEGEIL FFFEAET 5. H:D ‘4442°75 DB O ASCII =
— RFZ 16 ERFR LD THD. IWE7 L—AIZBWTCH)EIDB 2~ KT, )D ‘00ILIEFIZa~ 2 R
ZIHF BN BT (K)D 2003550 T 2T 10 #5570 C-32dbm OfEEZ R L TS, AT L— A
TEFOYa— 7 RLAL LT FIBARHESNTEY, Zhia—T 4 F—XIZX 0EID 4T o7 5=
D16y N7 RLADETH 5.

(A) Start Delimiter
(B) Length (16bits)
(C) Frame Type
(D) Frame ID
(E) Remote Address (64bits)
(F) Destination Address (16bits)
(G) Apply Changes
(H) AT Command 'DB’
(I) Checksum

(W] ® [©]|o)] (E) | ® @ & (o]

[7e]o0]oF[17]01]00]13]|A2]00]40]93]|D4|30|FF|FE]02] 44|42 |D6]

Command Frame (PC —> XBee)
(J) Command Status
0=0K 3 = Invalid Parameter
1 = ERROR 4 = Tx Failure
2 = Invalid Command

(K) RSSI Value

(W] ® [o[m] (E) L e 1 o Jolwlo]

[7e]o00]10[97]01]00]13|A2[00]40]93]|D4|30]F7|8A]44]42|00]20]|B4]

Response Frame (XBee —> PC)

Fig. 7 ‘DB’ Command and Response Frame Structure

3.4 XBee LoV Ea—REDA AT —R

XBee & D~ ROEEFEB LNV AR ZAOZAZIL Y TOVIEE TIT Y. T ARY —« 31 Ta— |4 Python
X0 Tar I I T ETON, VU TVEBE TEZEEIT O MENHD. T DI Pyserial DE Y 22— /L09
R 5.

Fig. 8 I Pyserial |2 X% 7 L—ADOEEWHE T, A0 send)BI%EXIZ 64 B T RLADTFAL32 By Mo~
VRBIONRTI A—HE 52 CEETH7L—20D Y A MEAER L, M0 send frame()BEELAS Z D U A hMilA
TVxl "NEZTRST, Fov 7Y LEHEL, VA NMIAT Y27 b 131 M3 1L TEEETT
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I, ZNHOEBENOET e ST ATIELLFO L1, YU TIVBRERDOA T Y =7 b ser 4T 5 H
NdH., T2 TET Y TIVIEE OBE % 9600bit/s, R RZEFFOLRMEZRD DX A ~—% 2 TR E L TN 5.

ser = serial.Serial('/dev/ttyUSBO0', 9600, timeout = 2)

Fig. 9 1% Python & Pyserial IZ X5 7 L — ADZAGI AT 9 B rev_frame() D70 7T L TH L. SeliNG 2
NAFHEIANL FHDIET, %7 —2 DA MREERL, O, MOGOT—Fw2%ET 5. 22T,
serread()7¥ 1 LFZEEAT ORI CTH LD, MARZEFRF DR Z 2 FHUIERE L TV D720, 2 BI=IE LG a
IISCTF AR L TR R Y, FIfRZR S ZEMRLERLRNEIIZLTND. ZDrev_frameBEE, =I5 L7
7 L—LDOHFTHIAD 3 3 M EFRSEFHDO A "lZY 2 MDA TV =7 b & U THEOH LARZIKRT .

FECH Lot E B KOS EHBEEERHT 2 2 21k, 22— 7 XY —- 31 L CEIET 5 Python
DT T ALY ABICE YT —H EEZETEDH. 2 CHEMEEAREEBIOZEIIBT 2Ty
T AOFHBEIZIZIN G ORI TIT> TR Y, =—RE#RT 2 0E 720,

import time
import serial

defsend frame(sd): # Send a frame
sum =0
for byte in sd:
sum = sum + int(byte)
chk = (255 - sum) % 256
length = len(sd)
frame = [0x7e, length / 256, length % 256] + sd + [chk]
for byte in frame:
char = chr(byte)
ser.write(char)
return

def send(addrl, addr2, cmd, par):
Ftype =0x17 # Remote AT command request
Fid = 0x01
Raddrl = [0x00, 0x13, 0xa2, 0x00]
Raddr2 = [addr1 / 256, addr1 % 256, addr2 / 256, addr2 % 256]
DA = [0xFF, OxFE, 0x02]
sd = [Ftype, Fid] + Raddrl + Raddr2 + DA
ATcom = [ord(cmd][0]), ord(cmd[1])] + par
sd =sd + ATcom
send_frame(sd)
rd={]
rd =rcv_frame()
return rd

Fig. 8 Python Program for Sending a Frame

defrcv_frame(): # Receive a frame
for i in range(3):
char = ser.read()
if len(char) > 0:
byte = ord(char)
ifi==0:
if byte 1= 0x7e:
break
elifi=1:
length = 256 * byte
else:
length = length + byte
else:
print 'receive timeout'
length = -1
break

s=0
rdata =]
for i in range(length+1):
char = ser.read()
if len(char) > 0:
byte = ord(char)
rdata = rdata + [byte]
s = (s + byte) % 256
else :
print 'receive timeout'
break
if s 1=255:
print 'receive check error'
rdata =[]
return rdata

Fig. 9 Python Program for Receiving a Frame

5.

TIFHRy TEE

ZigBee DX v MU —V @ TIX~ /AT ARy THEDHESNTEY, XBee lZBWTHEY 2 —/LOMEREIC
FVAMGEL 725, =V F ARy 7I8(E Tl Fig. 10 IR T K D IOV —FERENER SNCE Y 2 — LMoL — 2 %
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TE= R R RE LTERINIZE D 2a— Oy NSRS 5. Zhucky, 3omBEBE L STy
% ZigBee DIESLURIERIH A A T YRy NU—2 O#IFIEZIERTE 5.

LED
XBee
Wireless Interface | (End
Sensor ZigBee Device)
Server AT LED LED
PC (Rasp- |Command Wireless Interface 9 Q
i USB ZigBee
berry Pi) ﬁ:;: —F _» XBee —7 XBee
inamr)l {Router) {(Router}

Fig. 10 Example of Multi-hop Communication

< VFIR Y TBEIMTON TS Z & 2R 572012 3 fH0D XBee £ = —/L% Fig. 10 D7 1 7 IZHLE L T
WEEREITo7. Fig 1HFEH LSO 7 a7 T, A2D FiXXBee Y a—/L&flE L2~ LT
W5, a—7 4 3x—% /) — RIXFEICAOMEICEEL, o2 f@idr—42 L U THRE LNEZ AL FICEZ
Ta—7 43X —F LOWBEEMER L. LT, Zib 2{HD XBee £ 2 —/L% XBeel 3L XBee2 LML, =
U5 2 fHD XBee &Y = — /WIHREMICIZF U CH D23, TNENDMELZZIIELZLICL Vv LT Ry S
WBEMTONDNELEREBR L. BEITa—T 4 33— sz P — "5 2 B T LI — X 108
FESALZ LED OIS E D A v —VZKE L, FIETAUTBENMTONTWD &l L. £z, Brdd—
X LED D53 L & HIZDB 2~ RIZ X 0 b—% TOZAZHRERSSDFE Y &t TIT-7-

Table 3 X XBee2 £ = —/LOMEIL A IZEE L, XBeel £ 2 —/LOMEE A 2D FICIERET L725HAIC
LED HIfEI2NFTRE /2 157 2 7= b D TH 5. XBeel EP = —/LONIEN A 725 E £ Tl LED OHliEINATRETH
A8, F ONE CITERDNZERA LB L, FHEITE 22V L 722> T 5. Table 4 13 XBeel £ = — /LD E
Z FIZEE L, XBee2 EY =2 —/LOALEZ A D6 FIZIARZESE L7552 LED il rlRER G2 i~ 7o b D
ThHb. XBee2 BV 2 —/LOMEN A DA, XBeel £ =2—/LD LED ZHHITX 22\ %, XBee2 22 —/L
ONLEN B 15 E DA, XBee2 Y 2—/L & & HZ XBeel £ =—/LD LED Lifilfl[fETH 5. T, XBee2
EVa— AN FREITO ZEICE D a—FT 4 2= 5 XBeel BV 2 — L ~DBENAREL /o TND EE R
bND. TINb~NLTF Ry TREMIbA TS EEZS.

WC | wWC
. ACTIVE LERNING SPACE RODM B STAIRS
:
EV
STAIRS
ROOM O ROOM 5
ROOM 1 | ROOM 2 | ROOM 3 | RODM 4

Fig. 11 Location of XBee modules
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Table 3 TlLa—7 4 X —Z 5 XBeel / — R~ORRREN R E < 72 D106V ZAFE S IRERSS)OER /N E < 78
S>THEY FRRINLIZE{LESZ2 5. LL, Table4 Tl XBee2 ¥ = —/LOALED C~E T2{515 558 (RSSI)
DENZELLTE LT, T RVWERN A LN D, XBee T Yo —/WIEIT 5255 BHRERSSHO EFE0H)
EHEEWRT HMERDHY, ZOEET 7V r—a r CHERATHZ EILET 2 R&EEE2 N5,

Table 3 Location and Availability of LED Control Table 4 Location and Availability of LED Control

Location A B ¢} D E F Location F F F F F F
XBeel |LED Control O (@) (@) O O X XBeel |LED Control X O O (@) (@) X

RSSI (dom) 29 | -45 | -77 | -713 | -80 NA RSSI (dbm) NA -89 | —217 | -217 | -217 | NA

Location A A A A A A Location A B C D E F
XBee2 |LED Control O O O O O (@] XBee2 |LED Control (@] O o O O X

RSSI (dom) 28 | -28 | -28 | -28 | -28 | -28 RSSI (dbm) 28 | -49 [ -39 | -39 | -39 NA
NA: Not Available NA: Not Available

6. A 2E—Fy bHdOFIE

6.1 ZFD#RETLT= CGl AXDORIRER

AT, ==V N PCHH WEB ZN LTV Ry MU= DRICH DT A AT 78 AT 5. BARH)
7ok LT, Fig LIWORLTIET a7 T MR E S 2 T2, =—H% O PC /5 CGI (Common Gateway Interface)
Ta I MIT7EALT, ZOCGl 7 a7 T AT XBee il 5. 20 CGl 7125 AL Python Trtil 3~
L0, FERIZCGL 7 v 7 T LTXBee DYV VT NA U Z T 2—A%A =T LI LT DL, HRDLRWTZOF
— T UTERNWEDT T — Ay =V END. EBANIZ, FARY— - XA D 0SS TILCGl DT v 7T A
TT /A AT 7 ANEF—=T L TET, BHEMRPLELZZ DND.

6.2 HELEAK

Z OREEfEIT D728, XBee filiflz CGl v 77 ANLAEEL, 2=V OT7 7V r—varras/Int
L CHIFRE SR HAE Lz, Fig 11120 oMk Z/RT. ZO%A, CGl D71/ F AL XBee &
T 570 7T L EBEEATOREND D0, MGOT 07T MNIFFEIHTrte 2L LTHESTS.

cal m—{ File |
Program
CGl
LED
Intra- XBee AT Wireless Interface
PC Network Apach2 | control |Command ZigBee
at FUT Server UsB
PySerial XBee 4————’2_’__,. XBee
Raspberry Pi

Fig. 12 Improved System Configuration

6.3 CGl A4 5L & XBee HEI T RS S5 LOBEEAR
CGl 7t /7 Lt XBee filifl 710 77 MIP 7w A & LTEETS720, Yo AM@ENRLELRD. 4
FENIfE LD, Fig 13 1R T LT 7 A NEN L TREEITY HAE L. CGl 712 T A& XBee filfHl
77 A%, Fig 14 R T—7 U ATERERIT) Z K VA BT 5.
(1) CGl a7 Kidxy U —27 BBz LED OSUTERZZ T 5 &, file-A ZHHIER L, ZiuZ
LED SUTERD 2~ REEX AT,
(2) XBee il 1 7' T LIFEHIEIC file-A FAET HINE D E T 5.
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(3) file-A BIFET A Z L a5 L, file-A Z3eH L, 2~ RIZHE-> T LED D54 7 L— A% XBee |35

B9o.

(4) XBee it 177 Mo~y ROMBENETT5 &, file-B ZHRIER L, ZiUlse T LiZZ & &wmmd

BHL AR A EX AL,

(5) CGI 711 7' LIFJEHII file-B EIET D NN EEART 5.

(6) CGl 7’127 AlXfile-B BFET D Z LT 5L, RHIC file-A Z{HET 5. KRICfileB #atiL, L
AR AN S TH Yy NT—T DRIZHHERITIZE T LEFEDO A v— U %iIKT.

(7) XBee il 7 10 7' F MIEHIHINC file-A DIFET DENZERT S, HliRShizZ L2+ 5L, QI
B JEHINC file-A DFIET DG N EERT D, Z OB, file-B ZHIBRT 5.

Command Command
Write Read
file-A
Ccal XBee
Program Control
Response Response
Read Write
file-B

Fig. 13 Communication between CGI Program and XB Control through Files

[ CGI Program ]

Create file-A and write command |:>

Wait for file-B %
|

Delete file-A file-B

Wait for deletion of file B

Send WEB response message

[ XBee Control ]

file-A

|:> Wait for file-A

N

XBee Control
Procedure

Create file-B and write response

Wait for deletion of file-A

Delete file-B

Fig. 14 Protocol between CGI Program and XBee Control

6.2 HrfthilfE

T ANRY — « SNANZ K D' STIELLU T O 2 FEOYMHIEI A L EE & 72 5.
(1) CGl 7'v 7'F Ak XBee il 7" 1 7' ARITD 7 7 A L OHEAhFIHH
(2) CGl 7'm 77 LFITHIZS BIZ CGL 71 7T ANRFAT I N6 QP (U 7 714 X)
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IZEALTET7 7 A NVDOEZALEAT) T o R LHEAHAHT T v X251, FRCEEO 7 0t 20E L7
7 A NVDEABEITORNE LTS, QOIZBELTE, A b T3y &N L TEEO XY a U RREECE
VY= RIT IR AT EEA, WEAMETH S, CGl TIE, B — S WEBIZL Y T 7B A &S CGI
T rT ANEFESNS L, EEIZ LIS LT aw AnARENDS. CGL 7 u 7T AETHIC, oy a
yﬁanfmﬁiA%tﬁfékﬂﬁ:@ﬁ@fmtzﬁﬁbﬂ@%ﬁﬁ_kV&@ 1ﬁ@ﬁ@x&m®:~
T A R FIIBRESRNER DN DD, ZNERRT 572012, CGl DA TRIFHIIEL 1 DOMIRERD 7
%HHT,mwﬁkiﬁkﬁé%mﬁ@%ﬁﬁzkkbk.:@k $%®774w% FCZD7 7 AN
0y 7 BN D 2 ST X0 eI A SR L7

PEHIE D e A BT D 72 & v — S35 (5 L7z HTTP A v & — % Wireshark(® |2 LV FogkL7-.
Fig. 15 | Wireshark D[ %7~ LT\ 5. Z OHERRIE Fig. 16 ORBRERL TITVY, 2 50 PC (PC1, PC2)/H5 T-H)
TRIFHZE Y —NZHER Z K-> TND. 25D PC L — NIIZEIL Fig. 16 IZRTIP 7 RLARE|
DBTHNTND.

Fig. 17 /X HTTP A v & — DL~V ARFRLIZH DT, KO A v —VDZER L Z 0L LTHEAvE
—vw%hitiﬁhﬁﬂ RLTWD., ZhANB15 K912, PCI(172.16.34.15) & PC2(172.16.34.66) 725

FIZFFIZ HTTP @ GET A v B—Y 032 39— 3 (172.16.34.93) (25 5L TV 5H, PCL & PC2 ~DIRE A
yf%yﬁhiﬁ25@®%%%%w1ﬁbﬂfw 5. Zhnn, PCLMSHO GET A »vle— U3 Bl s,
ZIDE T LIZFRIZ PC2 B D GET A v —UMLBE S - & 2 b, HHHEIS T T D 2 & 3R
TX5.

ws_testl5 [Wireshark 1.8.2]

File Edit \iew Go Capture Analyze Statistics Telephony Tools Internals Help

BE@o JIEOos8 RV EB el WML 2

Filter: |tcp &:& http | = ‘Expresswon.‘. Clear Apply Save

No. Time Source Destination Protocol | Length | Info
138 17.40303900( 172.16.34.66 172.16.34.93 HTTP 613 GET /cgi-bin/XBee CGI.cgi?2 HTTR/1.1
167 20.82351500(172.16.34.93 172.16.234.15 HTTP 403 HTTP/1.1 200 Ok (text/plain)
185 23.07112000(172.165.34.93 172.16.34.66 HTTP 404 HTTP/1.1 200 OK (text/plain)

4] | »
b Frame 133: 537 bytes on wire (4296 bits), 537 bytes captured (4296 bits) on interface 0

b Ethernet II, Src: Micro-St_62:da:%e (6c:62:6d:62:da:Se), Dst: Raspberr_09:1d:77 (b8:27:eb:09:1d:77)

P Internet Protocol Version 4, Src: 172.16.34.15 (172.16.34.15), Dst: 172.16.34.93 (172.16.34.93)

b Transmission Contrel Protecol, Src Port: 51488 (51488), Dst Port: http (80), Seq: 1, Ack: 1, Len: 483

3

Fig. 15 Packet Capture Window by Wireshark

172.16.34.15 172.16.34.93 172.16.34.15 172.16.34.66 172.16.34.93
Time
PC1 | GET /cgi-bin/Xbee_cGlcai
Sensor O [GEf Jagi-binibes._ Caicgl >
Intra- 0.12
Server
172.16.34.66 Network (Rasp
-16.34. - HTTF/1.1200 OK
at FUT berry Pi) 344 [-----mmmmmmmmmmmm T -
PC2 HTTP/1.1200 OK
569 [«
Fig. 16 Test Configuration Fig. 17 HTTP Message Time Sequence
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HEHE YRy NT—7 OFIEHINBRRICOWTH L7z, Python ICE D A—7" 072y 7 My =7 CTHRBLL
THEY, PAEPHBICTREMZHZ ENTES., BEHOEME LTHE LIt PRy NU—713%< O
WEREZEALTEY, WEBY—, f X —3xy hTa bhal, f X —Fy NT TV r—val, AR —.
RAZE D Linux 52 OS, Python (2K 5707 T30, CGl7nr7 7077 EOFRRICERTE 5. 451, B
B R%E PBLEBE~NEREZNS TETHS. £/, B Ry MU= HBEOIERLT Y RT3 22X % XBee
Y a—VOBRENIEL T OFHENFRELE L TiE-> TRV, 22¥EM9E° PBL #E ICBIT 2 E0OFE E LTHE
T2 TETHD.

ABFGE, 1B TR OB A2 T2 b O Th L. Z 2T L THEEZRT
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